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Most of the monitoring systems on the market
use a frequency scanning analysis of the return
band, with limits set to detect ingress and noise
problems.  When the alarm limits are crossed, a
"trap" or alarm is triggered.  The limits are
configurable, and the alarm is scalable, to gauge
the response urgency. 

The challenge for these systems is to be able to
"catch" the transient, intermittent noise or
ingress.  

There are two reasons why this is difficult.

One is that there are a number of nodes to be
monitored, and a limited number of monitoring
analyzers.  The transient could occur while the
analyzer is looking at another node.

The other issue is related to the inherent scan-
ning nature of the analyzer.  Even if you had a
separate scanning analyzer for each node, the
analyzer may be at another frequency when the
transient appears.  The monitoring analyzer must
be very fast in order to catch a fast intermittent
transient noise or ingress signal. 

The Trilithic 9581 SST™ R4 uses DSP technolo-
gy that enables it to "see" transients that other 
monitoring systems miss.  It works by essentially
taking a snapshot of the entire return spectrum
80 times a second (every 12.5 milliseconds).  

The snapshot is a 90-microsecond sample that is
digitized to display the spectrum.  It displays the
entire spectrum in about the time it takes an
analog spectrum analyzer to display one 
frequency.  (The snapshot is actually a look at all
of the signals present at a given instant, which is
digitized, and then converted to a frequency
domain display using fast Fourier transform.)

QUALITY EXPECTATIONS

The addition of VoIP services to the array of
cable network offerings brings an exciting 
opportunity, but also presents some challenges.
The quality of the offering can be seriously
impacted by the quality of network maintenance.  

Trilithic recommends consistent monitoring of the
return bandwidth, which is susceptible to CPD
(Common Path Distortion), and ingress.  Some
forms of interference, like CPD and types of
ingress are consistent and would appear using
any type of analysis.  Other types of noise are
more "bursty" in nature, and are intermittent and
may be very transient, appearing in some cases
for such short instances that many monitoring
systems find it undetectable. 

In services that don't require real-time
connectivity, such as high-speed data, these
intermittent, transient issues may have little
impact, as the interrupted packets are resent,
and the delay may go unnoticed.  When it comes
to voice communication, interruptions like these
are very noticeable and cannot be ignored.  In
addition, consistent testing by field personnel at
subscriber installations will enable proactive
response to diminishing quality, and provide a
baseline for comparison in the event of future
problems.

RETURN BAND MONITORING

The return band has always been more
contentious than the forward band, and CPD,
noise and ingress problems have been an
important issue requiring vigilant maintenance.
With the addition of VoIP services, the hygiene of
this band is increasingly more critical.  Constant
monitoring is required, making an automated 
system with configurable alarms a necessity.  

VoIP MAINTENANCE OF VoIP SERVICE QUALITY
VoIP

CONCLUSION

Adding VoIP services provides a competitive
foothold for cable TV networks, and providing
these services comes with some inherent 
challenges for HFC systems. These challenges
can be met with a proper maintenance program
that includes vigilant monitoring and proper
installation alignment and testing.  Trilithic offers
best in class return band monitoring, and 
installation analysis to enable a high quality 
service offering.  See Trilithic's Guardian System
II brochure for more detailed information about
these products.
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TESTING VoIP

It is critical for cable systems to test VoIP quality,
as they offer this new service with deeply
entrenched competition.  A certain level of quality
is expected, and anything less means a probable
market failure.  Testing VoIP provides a spot
check based on various measurable parameters
that impact the call quality, and measurement
results make it possible to test proximity to 
potential failure.  Testing during installation can
set a baseline for future measurements to enable
determination of degradation in service quality.
And finally, testing is the only way to troubleshoot
when problems occur.

TRILITHIC VoIP MEASUREMENTS

The 860 DSPi has two different VoIP test
functions. For the RTP (Real Time Protocol) test
the 860 DSPi communicates with a server side
application.  This test produces both upstream
and downstream results for packet loss, latency,
jitter and MOS (Mean Opinion Score, more on
this later). The second test, based on ICMP
(lnternet Control Message Protocol) utilizes any
network device on the system and produces a
single roundtrip result for packet loss, latency and
jitter, encompassing both the upstream and
downstream.
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CMTS CONFIGURATION

The test can be performed with or without 
establishing QoS (Quality of Service).  QoS
establishes certain criteria that give priority to the
"call," to ensure optimal system characteristics
for this service.  In order to be able to get QoS
for the test, the CMTS must be configured as 
follows:

Create a Service Flow with a
QoS priority of 7 

Create CM config file for the 860 DSPi
that uses this Service Flow 

Map the 860 DSPi's MAC address to
the newly created config file.

VoIP Test Server Configuration

The server network configuration must be set so
the server is on the same subnet as the CMS
(Call Management Server) and, of course, the
860 DSPi modem.

Performing the Test

The 860 DSPi has two different VoIP test 
functions. For the RTP (Real Time Protocol) test
the 860 DSPi communicates with a server side
application.  This test produces both upstream
and downstream results. The second test, based
on ICMP (lnternet Control Message Protocol) 
utilizes any network device on the system and
produces a single result that encompasses both
the upstream and downstream. Both tests require
the same setup menu described below.

The setup menu allows you to choose G.711, the
associated bit rate and delay are displayed. The
unit also provides you with standard packet rate
and packet size. You can then adjust the packet
rate, packet size, jitter buffer length, and overall
call length. The final items to set are the associ-
ated VoIP limits.
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MOS - MEAN OPINION SCORE

Mean Opinion Score - is a measurement that is
a subjective voice quality score based on the 
perception of a random group of people listening
to speech over a communication system.  

For a particular phone connection the MOS
would be determined using a statistically valid
group comprised of males and females to rate
the quality of test sentences read over a 
connection. Each person in the group gives a 
rating of 1 to 5 for each sentence heard, with the
resulting MOS as the average of all the individual
scores, ranging from 1 (worst) to 5 (best). 

A "toll-quality" conversation requires an MOS of
at least 4.0. Satisfactory voice conversations
require an MOS rating of at least 3.6. 

4.0 - 5.0 = desirable voice quality
3.6 - 4.0 = generally acceptable
< 3.6 = not recommended. 

Theoretically, the MOS scale top rating is 5.0, but
in reality, a 5.0 score is unattainable. The VoIP
codec's always introduce quality loss to some
degree. For example, with the quality-preserving
G.711 codec, the maximum MOS score 
achievable is 4.4; and for the low-bandwidth
G.729 codec, the maximum score achievable is
only 4.2.

VoIP

TEST PARAMETERS

Latency (Delay) - Delay can make a phone call
very difficult.  Some may remember making 
international long distance calls where the 
latency was severe.  One person would talk, and
there would be so much delay before the person
on the other end heard that they were talking,
that they would speak, then when they heard the
delayed speech, they would stop, and so on.
These problems have been overcome with 
modern technology, but it is a factor that must be
seriously considered with regard to VoIP
transmission.  When the transmission is impaired
by interference, this delay rears it's ugly head.
When latency exceeds 300 msec, the 
conversation begins to experience unacceptable
delay effects.

Jitter - Jitter causes packets to arrive at their
destination out of timing or sequence, which can
reek havoc on the voice conversation.  The VoIP
endpoints compensate to some degree for jitter
by employing a jitter-buffer, from which the 
packets can be re-ordered to their proper
sequence.  There is a limit to how large this
buffer can be, because the larger the buffer, the
more susceptible to delay the conversation
becomes.  Jitter must be kept below 50 msec,
and if packets arrive when the buffer is full, they
will be discarded, resulting in a phenomenon
called packet loss.  

Packet Loss - Aside from packets discarded by
the jitter buffer, congestion in network switches
and routers can result in packet loss. 

The impact of packet loss on the voice 
conversation is dependent to some degree on the
timing.  If the packet loss is random, with packets
lost at widely dispersed intervals, there is less
noticeable impact than if the packet loss is
"bursty," where a swath of packets are lost at
once. 

Understand that if this measurement is displayed
in percentage, that a 1% loss will have a 
significantly greater impact on the conversation if
it occurs all at once, than if the packets are lost
individually over a longer time period. 

Trilithic's RTP measurement details provide the
average packet loss, and also the loss periods,
which enables the technician to gauge the 
severity of impact on voice conversation.

How much packet loss can be tolerated before
MOS begins to slip? Not very much. 

Because of the real-time nature of VoIP traffic,
very little damage to the data stream can be
repaired, and even as little as 1% packet loss
can noticeably degrade phone service.  Packet
loss greater than a mere 4% renders phone 
service unusable.

Rating Definition                               Description

5 Excellent     A perfect speech signal recorded in a quiet booth

4 Good Intelligent and natural like long distance telephone quality (PSTN)

3 Fair Communication quality, but requires some hearing effort

2 Poor Low quality and hard to understand speech

1 Bad Unclear speech, breakdown

Test Parameter Recommended Results

MOS > 3.6

Latency < 300 msec.

Jitter < 50 msec.

Packet Loss < 1%

Source:  Voice Over IP Performance Monitoring, Cole, R.G.
and Rosenbluth, J.H AT&T Laboratories, Middletown, NJ
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SPECTRUM DISPLAY CHALLENGE

Another challenge related to seeing distortion,
ingress and noise components in the return band
spectrum is that they're likely to be "masked" in
the spectrum display by legitimate system 
signals.  One proposed way to get around this
issue is to use a min-hold feature on the analyzer
trace to enable a view of the noise spectrum
beneath these carriers.

This is not extremely effective for a couple of 
reasons.  First, it's still subject to the delay 
related to scanning.  Second, by it's nature it is
minimizing the signals that are changing, and
these are the signals that need to be detected
and analyzed.

TRILITHIC RETURN BAND SYSTEM
CONFIGURATION

The Trilithic system is comprised of headend or
NOC based receivers (9581 SST R4), which are
configured to monitor the band with limits and
SNMP traps to simplify the interface with 
echnical staff. 

In addition to monitoring, the 9581 SST can be
used for return band alignment in conjunction
with 860 DSPi™ Analyzers, and for testing and
aligning installations using the RSVP2 Installer's
Reverse Path Tester. 

The following diagram illustrates the networked
configuration of the 9581 SST.

LOCATING TRANSIENT SIGNALS

The Trilithic 9581 SST R4 can be configured in a
TraffiControl™ mode to capture these interfering
transient signals that appear beneath legitimate
carriers.  This is done using an innovative limit
system that identifies legitimate signals, which
are designed to appear at certain frequencies at
nominal amplitude.  A limit line identifies this 
frequency and amplitude, and displays spectrum
information only from snapshots that have no 
signal above that amplitude.  

This works quite well for TDMA digital signals.
So this system is able to not only locate 
transients that appear for very short intervals, but
also to see those transients when they appear at
the same frequency as legitimate signals.  These,
of course, are the frequencies that are most
important to us for carrying uninterrupted, high
quality services. 
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VoIP RTP TEST

This test utilizes a network protocol
called RTP (Real Time Protocol).
When the user presses START to
begin the test, the 860 DSPi first
establishes a connection to the 

server (IP address on the menu) on port 24007. 

The meter and the server negotiate the test 
parameters from the setup menu as well as 
synchronize their clocks. The server and the
meter then communicate using RTP over UDP
protocol on a port that is negotiated in the first
step. 

Once all of the packets are transmitted and
received by both the server and the meter, the
results are calculated and compared to limits. 
A "P" or an "F" next to the measurement result
indicates whether it Passes, or Fails the test.

Once the test is finished, the user can press the
details button to view both upstream and 
downstream detailed information. 

This includes min, max, and average latency and
jitter as well as packet arrival information.

VoIP ICMP TEST

The second test utilizes a network
protocol called ICMP (lnternet Control
Message Protocol). When the user
presses START to begin the test, the
860 DSPi establishes a connection to

the server (IP address on the menu). Packets are
then transferred and echoed back at the packet
rate and packet size specified on the menu. The
test ends when the user presses stop.


